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Part 0 Fundamental Theory Chapter 1 Introduction 1.1 Background and Motivation 1.2 A Brief History of
Complex Network Research 1.2.1 The KSnigsburg Seven-Bridge Problem 1.2.2 Random Graph Theory 1.2.3
Small-World Experiment 1.2.4 Strength of Weak Ties 1.2.5 New Era of Complex-Network Studies 1.3 Some Basic
Concepts 1.3.1 Graph Representation of Networks 1.3.2 Average Path Length 1.3.3 Clustering Coefficient 1.3.4
Degree and Degree Distribution 1.3.5 Statistical Properties of Some Real-World Complex Networks Problems
References Chapter 2 A Brief Introduction to Graph Theory 2.1 What is a Graph[J

2.2 Notation, Definitions and Preliminaries 2.3 Eulerian and Hamiltonian Graphs 2.3.1 Eulerian Graphs 2.3.2
Hamiltonian Graphs 2.4 The Chinese Postman Problem 2.5 The Shortest Path Length Problem 2.6 Trees 2.7 The
Minimum Connector Problem 2.8 Plane Graphs and Planar Graphs 2.9 Euler Formula for Plane Graphs 2.10
Directed Graphs Problems References Chapter 3 Network Topologies: Basic Models and Properties 3.1
Introduction 3.2 Regular Networks 3.3 Random-Graph Networks 3.4 Small-World Network Models 3.4.1 The
WS Small-World Network Model 3.4.2 The NW Small-World Network Model 3.4.3 Statistical Properties of
Small-World Network Models 3.5 The Navigable Small-World Network Model 3.6 Scale-Free Network Models
3.6.1 The BA Scale-Free Network Model 3.6.2 Robustness versus Fragility 3.6.3 Modified BA Models 3.6.4 A
Simple Model with Power-Law Degree Distribution 3.6.5 Local-World and Multi-Local-World Network Models
Problems References Part [ Applications: Selected Topics Chapter 4 Internet: Topology and Modeling 4.1
Introduction 4.2 Topological Properties of the Internet 4.2.1 Power-Law Node-Degree Distributions 4.2.2
Hierarchical Structures 4.2.3 Rich-Club Structure 4.2.4 Disassortative Property 4.2.5 Coreness and Betweenness
4.2.6 Growth of the Internet 4.2.7 Router-Level Internet Topology 4.2.8 Geographic Layout of the Internet 4.3
Random-Graph Network Topology Generator 4.4 Structural Network Topology Generators 4.4.1 Tiers Topology
Generator 4.4.2 Transit-Stub Topology Generator 4.5 Connectivity-Based Network Topology Generators 4.5.1
Inet 4.5.2 BRITE Model 4.5.3 GLP Model 4.5.4 PFP Model 4.5.5 TANG Model 4.6 Multi-Local World Model
4.6.1 Theoretical Considerations 4.6.2 Numerical Results with Comparison 4.6.3 Performance Comparison 4.7
HOT Model 4.8 Dynamical Behaviors of the Internet Topological Characteristics References Chapter 5 Spreading
Dynamics 5.1 Introduction 5.2 Epidemic Threshold Theory 5.2.1 Epidemic Models 5.2.2 Epidemic Thresholds on
Homogenous Networks 5.2.3 Statistical Data Analysis 5.2.4 Epidemic Thresholds on Scale-Free Networks 5.2.5
Epidemic Thresholds on BA Scale-Free Networks 5.2.6 Epidemic Thresholds on Finite-Sized Scale-Free Networks
5.2.7 Epidemic Thresholds on Correlated Networks 5.2.8 Epidemic Thresholds on Some Generalized Scale-Free
Networks 5.2.9 SIR Model of Epidemic Spreading 5.3 Immunization on Complex Networks 5.3.1 Random
Immunization 5.3.2 Targeted Immunization 5.3.3 Acquaintance Immunization 5.4 Computer Virus Spreading
over the Internet 5.4.1 Random Constant Spread Model of the Code-Red Worm 5.4.2 A Compartment-Based
Model of Computer Worms 5.4.3 Spreading Models of E-mail Viruses 5.4.4 Effects of Computer Virus on
Network Topologies 5.5 Other Spreading Phenomena on Complex Networks 5.5.1 Rumors Spreading over Social
Networks 5.5.2 Some Generalized Models of Spreading Dynamics References Chapter 6 Cascading Reactions on
Networks 6.1 Introduction 6.2 Dynamic Cascading Failures: Models and Analyses 6.2.1 Models Based on Node
Dynamics 6.2.2 Models Based on Edge Dynamics 6.2.3 Hybrid Models Based on Node and Edge Dynamics 6.2.4
Binary Influence Model 6.2.5 Sand-Pile Model 6.2.6 OPA Model 6.2.7 CASADE Model 6.2.8 Other Models 6.3
Cascading Failures in Coupled Map Lattices 6.3.1 Cascading Failure Model Based on CMLs 6.3.2 Cascading
Failures on Typical Coupling Lattices 6.4 Cascading Failures of Interdependent Networks References Chapter 7
Human Opinion Dynamics 7.1 Introduction 7.2 Social Network Topologies and Sociodynamics 7.3 Social
Opinion Formation 7.3.1 Voter Model 7.3.2 Galam Majority-Rule Model 7.3.3 Latane Social Impact Theory 7.3.4
Sznajd Model 7.3.5 Virtual Social Game on the Internet 7.3.6 Online Social Opinion Formation 7.4 Bounded
Confidence Models References Chapter 8 Network Synchronization 8.1 Introduction 8.2 Complete
Synchronization of Continuous-Time Networks 8.2.1 Complete Synchronization of General Continuous-Time
Networks 8.2.2 Complete Synchronization of Linearly Coupled Continuous-Time Networks 8.3 Complete
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Synchronization of Some Typical Dynamical Networks 8.3.1 Complete Synchronization of Regular Networks 8.3.2
Synchronization of Small-World Networks 8.3.3 Synchronization of Scale-Free Networks 8.3.4 Complete
Synchronization of Local-World Networks 8.4 Phase Synchronization 8.4.1 Phase Synchronization of the
Kuramoto Model 8.4.2 Phase Synchronization of Small-World Networks 8.4.3 Phase Synchronization of
Scale-Free Networks 8.4.4 Phase Synchronization of Non-Uniformly Coupled Networks References Chapter 9
Network Control 9.1 Introduction 9.2 Spatiotemporal Chaos Control on Regular CML 9.3 Pinning Control of
Complex Networks 9.3.1 Augmented Network Approach 9.3.2 Pinning Control of Scale-Free Networks 9.4
Pinning Control of General Complex Networks 9.4.1 Stability Analysis of General Networks under Pinning
Control 9.4.2 Pinning and Virtual Control of General Networks 9.4.3 Pinning and Virtual Control of Scale-Free
Networks 9.5 Time-Delay Pinning Control of Complex Networks 9.6 Consensus and Flocking Control References
Chapter 10 Brief Introduction to Other Topics 10.1 Network Modularity and Community Structures 10.2 Human
Mobility and Behavioral Dynamics 10.3 Web PageRank, SiteRank and BrowserRank 10.4 Recommendation
Systems 10.5 Network Edge Prediction 10.6 Living Organisms and Bio-Networks References Index
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0000 OO0 4.2.7Router-Level Internet Topology A common tool to represent the router-level Internet
topology by a graph is the traceroute [1 Unix traceroute or Windows NT tracert.exe[d , or its IPv6 version,
traceroute6 [1 3501 . The traceroute uses hop-limited probe, which consists of a hop-limited IP [I Internet Protocol
[0 packet and the corresponding ICMP [ Internet Control Message Protocoll] response, to probe every possible
IP address and record every reached router and the corresponding edges. An earlier attempt in 1995 [0 360 was to
use traceroute to trace 5,000 hosts, selected from a network accounting database. After the 5,000 destinations were
selected, 11 of them were used as the new sources of routes to trace the remaining destinations. This eventually
produced a graph of 3,888 nodes and 4,857 edges, excluding those routers that could not be traced due to transient
routing or other technical problems. The analytical results show that more than 70% of the nodes have degree 1 or
2, and they do not belong to the core. The major limitation of this method is that it heavily depends on the choice
of the destinations, namely, it needs to choose a certain number of destinations representing a subset of the Internet
structure, to obtain the routing information before probing. An intelligent heuristic technique was then introduced
(1370 to overcome this drawback, by using heuristic to decide whether the network includes a single node. This
technigque does not require an initial database of targets for exploring the network topology. Based on some careful
analysis of the collected data, consisting of nearly 150,000 nodes [J routers and interfaces] and almost 200,000
edges, it was found [0 3801 that the degree distribution of nodes with degree less than 30 follows a power-law form.
However, the distribution of nodes with degree larger than 30 turns out to be significantly different: it has a faster
cut-off other than a power-law distribution, indicating that there may be another law governing the distribution of
higher-degree nodes in the network. Moreover, it was found that the distribution of the numbers of node-pairs
within a certain number of hops in the network follows neither exponential [J 391 nor power-law form. Some
analysis on the real data collected during October and November f 1999 shows that the hierarchical characteristic
basically does not exist in the router-level of the Internet topology [0 4001 , where the node-degree distribution has
a power-law behavior which however is smoothed out by a clear exponential cut-off. Therefore, the Weibull
distribution, instead of the power-law distribution, can fit the collected data better, agreeing with the result reported
in O 380 . However, this approach could not give a complete map of the Internet topology since it fails to
represent the details of the Stub subnets although it can capture the topology of the Transit portion of the Internet.
It is therefore suggested that probing from a large number of sources may be able to improve the performance
regarding the completeness of the traceroute-style probes [1 411 . Recently, Border Gateway Protocol [0 BGP[J
routing tables were examined to determine the destinations of a traceroute [1 42[1 . A directed probing technique
was used to interpret BGP tables thereby identifying relevant traceroutes and pruning the remainders [J 42[1 . A
path reduction technique can also be used to identify redundant traceroutes, so as to generate a router-level
Internet topology. An advantage of using these two techniques is that it can significantly reduce the number of
required traces without sacrificing the accuracy. Actually, compared to the brute-force all-to-all approach, this
method of combining the directed probing and the path-reduction techniques can reduce the number of required
traces significantly by three orders in magnitude. Some analytical results on the real data collected during December
2001 to January 2002 show that the Weibull distribution can better fit the complementary cumulative distribution
function of router out-degree than the Pareto [ power-law(] distribution [ 42[1 . In general, however, because
most Internet Service Providers regard their routerlevel topologies as confidential, and there exist some technical
problems such as multiple interfaces and hence multiple IP addresses for a single router, it is still a challenging task
to build a relatively complete router-level Internet topology today. 4.2.8 Geographic Layout of the Internet Due to
the lack of topological information about the Internet with geographic layout of AS and routers, very little work has
been done to explore the geometry of the Internet infrastructure to date. One earlier work on this issue [J 43

used the NetGeo tool, developed by CAIDA [ 441 , to identify the geographic coordinates of 228,265 routers of
the Mercator map, aiming at investigating the fundamental driving forces that shape the Internet's evolution. The
obtained Internet topology, embedded with geographic information of routers, allows one to analyze the physical
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layout of the Internet infrastructure. It is found that routers form a fractal set with fractal dimension Df =15+ 0.1,
and that they strongly correlate with the population density around the world, as illustrated by Fig. 4.22, where [J a

[ is the router distribution density of the geographic locations of 228,265 routers of the Mercator map, and [] b[]
is the population density distribution calculated based on the CIESIN population data [J 4507 .
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