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O O O Improvement Let us improve on our first thought to get closer to the Feistel cipher.We know that we need
to use the same input to the noninvertible element [ the functiond ,but we don't want to use only the key. We
want the input to the function to also be partof the plaintext in the encryption and part of the ciphertext in the
decryption. The keycan be used as the second input to the function. In this way, our function can be a com-plex
element with some keyless elements and some keyed elements. To achieve thisgoal, divide the plaintext and the
ciphertext into two equal-length blocks, left and fight.We call the left block L and the right block R. Let the right
block be the input to thefunction, and let the left block be exclusive-ored with the function output. We need
toremember one important point: the inputs to the function must be exactly the same inencryption and
decryption.This means that the fight section of plaintext in the encryp-tion and the fight section of the ciphertext in
the decryption must be the same. In otherwords, the fight section must go into and come out of the encryption and
decryptionprocesses unchanged. Figure 5.16 shows the idea.
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